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Preface


Since 2009 there have been a number of revisions to various agency and Department policies, guides, and protocols, as well as an increase in the need for information from the basic to the advanced in new media across the Forest Service. To better serve all employees and all levels of leadership, the Office of communication has revised the New Media Guide into a two-volume set. These two volumes are designed to accommodate the spectrum from beginner information, advanced considerations for strategic applications, and hands-on how-to direction for staff to engage and employ approved mew media applications.

As USDA authorization for New Media applications expands, it will be incumbent upon public affairs staff and leadership to apprise forest and unit leadership with the advantages and consideration for these various tools. All new media activities should be planned according to your New Media plan under your organization’s Communications Strategy.




NOTICE

Do not establish any profile or account until you have requested and received permission from USDA through the Forest Service Office of Communication in Washington. Details are included in this Guide.

The Department of Agriculture is the final authority to grant account or profile setup on New Media accounts. All Forest Service units will comply with USDA Policy for New Media use and operation.



New Media at a Glance 

Introduction to Web 2.0

What does Web 2.0 mean? The expanding Web 2.0 world is the next generation of use, functionality and opportunity to use existing Web elements and resources. It is the expansion and development of internet platforms that promote two-way communications to develop and facilitate broader relationships with audiences and groups around the world and within your own communities.

It is a natural progression of how the Internet can make individuals and organizations more accessible, accountable and connected. The Web 2.0 structure would not be possible without the existing foundation of Web pages, portals and frameworks, software, expertise, and motivation to do more and gain more from the World Wide Web. The following illustrations show how Web 2.0 builds upon the foundational Web infrastructure and how it can significantly improve the way Forests or Units interact with varied audiences:

Who should tell the Forest Service’s story?

That is what it comes down to when you consider whether or not to engage new media at any level. If we are not actively engaging our interested audiences, and working to attract and inform new audiences, there are literally hundreds of others who will tell their version of our story. New media is a viable, growing, and fluid element in our communications world. It has developed beyond the issue of choosing to engage or not, and into the questions of when to engage, how to use it to enhance our existing communication efforts, and to what extent we develop new media capacity at various levels in the agency.

The Forest Service and New Media Applications

New Media is not a new tasking or requirement: it is an extension of your existing communications efforts with increased accessibility and transparency. It is another tool to use in telling our story in a more direct and personal way, without having to rely upon a third-party distribution system.

Use of Web 2.0 media to share Forest Service messages requires a consistent, accountable and orchestrated commitment of time, personnel, resources and funding, all based upon the level to which you are willing to commit in support of your Forest or Unit’s communications goals.

Remember that everything that gets posted to an official FS site, account or profile – even if it is hosted on a new media site – can and will be taken as official agency statements, policies, and positions. When posting on new media sites use the same standards of judgment and accessibility (508 compliance) that would be used for releasing printing material.  As with other FS publications and web sites, you will need to provide a link from your new media pages to your official Agency web page.

Existing Guidance and Policies

All new media content, delivery, and regulatory parameters can be found in different parts of the FSM 1600 series:

1610 - Plans (specific to public affairs)
	(1611.1 is the National Communications Strategy; 1611.2 is the annual implementation plan; as outlined in the 1610)
1620 - Public Involvement Programs
1630 - Publishing and related activities
1640 - Audiovisual Information (includes authorities for OC)
1650 - Media Relations
1660 - Web Content

FSH 1709 - Civil Rights Handbook; Ch. 20 Public Notifications (addresses strategic communications planning)

In addition to FSM 1660 for Web Content Guidance, you should use accepted best practices for content and graphics from new media applications on the Unit’s web site, such as keeping content fresh and updated weekly, responding to public queries or comments quickly and appropriately, and fixing problems (broken links, missing or inaccurate information, etc.) immediately as they are found or reported.

New Media Categories and Platforms

There are four basic categories into which most new media platforms fall. Applications/Web sites listed in parentheses are typical examples of each type of media:

1. Communication:  Blogs, Microblogs (Twitter), Social Networking (MySpace, Facebook), Professional Networking (LinkedIn, ResearchGate), Chat rooms and Forums (Yahoo!, MSN, AOL, plus other hobby, sport and social sites);
2. Collaboration:  Wikis, Social Bookmarking (Delicious, StumpleUpon), Social News Sites (Digg, Mixx, Reddit);
3. Multi Media:  Photo, Video and Audio/Music Sharing (YouTube, Flickr, Yahoo Video);
4. Entertainment:  Virtual Worlds (Second Life), Gaming and Game Sharing.

Glossary of New Media Platform Types

Blog - Originally an abbreviation of “Weblog,” a blog is a Web page that contains entries in reverse chronological order, with the most recent entry at the top. It is usually updated more frequently than a Web site with static content. A blog may allow and display comments from readers. 

Bookmarking - Providing comments or opinions about other Web sites, blogs, articles, photos, videos, etc., that are posted to other social networking sites. There are literally dozens of these sites, including the two example applications that follow. They are unmoderated, to a point, and can run the gamut of opinions, comments, language and appropriateness for official Agency comments or viewpoints on given issues. 

Chat Rooms and Chat Forums – Usually associated with either a hobby, or other thematic subject, demographic, region or community.  These are basically Internet conversations between persons using personas, or ‘online’ names, profiles and photos. They generally are moderated by someone who started the chat room. In some instances, on sites such as AOL, Yahoo!, etc., there are hundreds of rooms and literally thousands of people chatting at any given time and may not be closely tracked by moderators.

Delicious - A social bookmarking Web service for storing, sharing, and discovering Web bookmarks. Users can create individual feeds which then aggregate the most popular items to prominent status on the site's front page. 

Digg - A community-based bookmarking Web site that combines social bookmarking, blogging, and syndication with a form of non-hierarchical, democratic editorial control. News stories and Web sites are submitted by users, and then promoted to the front page through a user driven ranking system. 

Discussion Boards - A Web application for holding discussions and posting user generated content. The term may refer to the entire community or to a specific sub-forum dealing with a distinct topic. Messages within these sub-forums are then displayed either in chronological order or as threaded discussions. Discussion boards, also known as bulletin boards, are one of the old forms of collaboration on the Web.

Facebook - A popular social networking Web site originally aimed at college students, but more widely used by the general population. This application is currently blocked by USDA content filters.

Flickr - An online community platform built around users uploading, sharing, tagging, and commenting on photos and video segments posted to the site by users.

LinkedIn - A business-oriented social networking site used mainly for professional networking. There are a number of these types of sites that provide professional relationship development and networking for references, partnerships, etc.

MySpace - A popular social networking Web site known for allowing users to customize their homepages with elaborate design elements, multimedia content, and photos of other friends in their MySpace social network. This application is currently blocked by USDA content filters.

Podcast - An audio blog, typically updated weekly or daily. Podcasts take their name from having originally been designed for iPods, but you can also listen to podcasts on a desktop computer, or many other digital audio players. 

RSS - Really Simple Syndication; A protocol for storing online information in a way that makes that information readable by many types of software. Many blogs and Web sites feature RSS feeds: a constantly updated version of the site's latest content, in a form that can be read by a newsreader or aggregator. Having the Web site’s RSS feed bookmarked allows you to only see what is new to the site, in bullet form, without having to read through the entire Web page or visit their home page directly. RSS is gradually being replaced by the Atom protocol which does essentially the same thing but is more standardized. Modern Web browsers such as Firefox 2 and 3, Internet Explorer 7 and newer, and others have built in RSS/Atom feed readers that help simplify consumption of these feeds.

Tags - Keywords that describe the content of a Web site, bookmark, photo or blog post. You can assign multiple tags to the same online resource and multiple people can assign different tags to the same resource. Tag-enabled Web services include social book marking sites (such as Delicious), photo sharing sites (like Flickr) and blog tracking sites (like Technorati). Tags provide a useful way of organizing, retrieving and discovering information. 

Twitter — A mini-blog that allows Twitter users to share short messages with others who “follow” your information on Twitter. Messages are limited to 140 characters, but can be updated from a computer or a mobile phone using text messaging features. Users can provide embedded URLs within their “tweets” to followers as a driver to other Web or social networking sites and information.

Videocast - A version of a podcast in which video content, rather than audio content, is broadcast. 

Video sharing Web sites – Any of a number of host sites that provide users with a platform to upload and showcase their video productions on a wide range of topics. Many of these sites allow users to post comments and link back to specific videos, or to post links from other social networking platforms such as Facebook, to videos hosted on these sites.

Wiki - A collaboratively edited Web page. The best known example is Wikipedia, an encyclopedia that anyone in the world can help to write or update. Wikis are frequently used to allow people to write a document together, or to share reference material that lets colleagues or even members of the public contribute content. The Forest Service currently hosts a Wiki on the intranet. I can be found at: http://fswiki.wo.fs.fed.us/fswiki/sandbox/index.php/FSWiki:Community_Portal
Note: Signing in through eAuthentication is required to access the FS Wiki.

Wikipedia - A free online encyclopedia created, edited, and maintained by users in a collaborative fashion. 

YouTube- A video sharing Web site where users can upload, view, share, and comment and vote on video clips. All video posted to YouTube must be 508 compliant (captioned).

Where to Start

The first step is to develop a local Action Plan. Every Unit should begin to work with what they have: the Unit’s public Web site. Fully develop this resource first. This is the target toward which you want your viewers, followers, and the public to move, as a result of your new media efforts. Use best practices on the Unit’s Web site such as keeping it fresh and updated weekly and fixing problems immediately as they are found or reported.

Four basic ideas to keep in mind with new media are:

1. Sharing – if you have relevant information and it is cleared, coordinated and approved, share  it;
2. Integration – let the media platforms work for you – that is why you are using them;
3. Platforms – be selective where you place your energy – who is your intended audience?
4. Authenticity – be honest, fair, and mission-focused with your messages.

Once you have confidence in your Forest or Unit’s Web information and maintenance, move to the next level using Twitter conservatively. This platform allows you to send short, 140-character messages to everyone who follows your Twitter account. The messages -called Tweets- are best used to announce information about news releases, photos, or other new information on your Web pages.  The Washington Office has a main FS Twitter account that can be found and followed by searching for “forestservice”. 

As you develop comfort with these small steps, natural progression will move you to establish photo and video sharing accounts on available Web sites. Once established, these accounts can boost traffic to your Unit’s Web page. Updates about your Unit’s Web page can be sent out on Twitter to generate interest in your other new media efforts. You already have much of this information on hand, so it will be a matter of populating your other accounts and then updating information regularly to keep people interested in what you are doing.

Commitment

Remember that each of these steps requires commitment – not just for a season, but for the long haul. It is a commitment of time, resources, personnel, and funding, at varying degrees and amounts depending upon how far into the new networking you determine your Forest or Unit can or should go. It requires constant updating, monitoring and daily response if it is to be an effective communications tool. You will find most of your non-profit partners exploring these platforms as well. You should leverage partner’s efforts with yours to increase visitors to Web sites on joint projects or community interests.


New Media Site Authorizations

Unless otherwise specifically directed by other policy, direction, or regulation, the following direction applies to the establishment, delivery, conduct, monitoring, security, and maintenance of all new media activities for the USDA Forest Service. Additional guidance and policy for the content of new media is found in the USDA Forest Service Web Content Guide (FSM 1660), and the forthcoming USDA New media Policy.

The Department of Agriculture grants the authority to establish accounts or profiles based upon Departmental decisions and communication objectives and needs. Only those activities authorized by the Department will be considered official sites, profiles, or accounts. All official sites will use the Forest Service logo and post a notice that it is the official site for the agency on that new media site.

Primary Department Concerns for New Media

The Department has voiced two overriding issues with profiles or accounts on any new media platform: consistency in messaging, and Terms of Service agreements.

Consistent messaging is vital for the integrity, credibility, and solidarity of the Department and the Forest Service. The Forest Service will follow the precepts of the One USDA approach (discussed in the Interim Policy Memo). Credibility is the absolute key to any organization in terms of public perception, confidence, and trust. In the same way that private companies and organizations maintain corporate identities, the Forest Service must present a unified and consistent messaging stream that starts with USDA policy and transcends the entire agency to local levels. There are significant issues that can arise from the wrong wording, particularly with NEPA and other regulatory guidance and issues. Inconsistent messaging leads to confusion, presents the potential for regulatory violations or misunderstandings, and leads to denigration of credibility for the agency at all levels.

For this reason, USDA will be kept apprised of all accounts at all levels of the Forest Service. The mechanism for compiling and reporting this information will be developed during the 3rd Qtr of 2010.

Terms of Service agreements (TOS) are the policies, procedures, liabilities, uses of information and content, and restrictions on the information that an account holder provides and posts to a host site. In general, the public TOS for most sites does not provide sufficient liability or safeguard for federal agencies in relation to governmental regulation, ethics, privacy, etc. Appropriate TOS agreements have been negotiated with host sites that are authorized for use at any level for federal departments and agencies.

Suitable TOS agreements currently exist for the following sites available for use by the agency:

· Twitter
· Blogs
· Flickr (Yahoo platform)
· Google applications (Google documents, blogs, etc.)

Most communicators are aware of the potential and application for Twitter in distributing and promoting special events, news, and information. It is a great place to start directing traffic to other forest service sites, or to joint partner projects and other related activities or events.

Blogs continue to be a popular means of communicating lengthy or long-term information about projects, seasonal information, issues, planning, etc. Blogs can be used to convey details over time that mirrors project progress, as well as provide a venue to give more detail and history behind local concerns.

Many of the more popular new media sites offer some type of blogging feature, or a notes page that can be used as a blog. In this sense, it would be better to maintain any type of blog in concert with another account or profile so that you have motivation to both update the account and sustain the blog. As with other new media sites, too much time between new or fresh information will kill the credibility and readership of any blog. Blogs require long-term commitment, so if you want to see how a blog would affect your schedule, make out a long-term blog plan: include general content ideas based upon an annual cycle to identify what you would say and who would say it. If it is a stretch to cover that length of time with content or writers, chances are you should reconsider a blog.

Taking Those First Steps

Your Unit Web pages or the new portal will be the source to which you want to drive your various audiences using the expanding new media platforms.  New media is not an end unto itself for the Forest Service or any other Agency, department, organization or business. It is another communications, marketing, sales or promotion tool for them to use to tell their stories, generate interest, increase customer traffic, or reach partners, volunteers and employees.

To get the most leverage out of New Media opportunities, you will need a plan. There is a sample Action Plan you can adapt to tier off your unit Communication Strategy or Plan at Appendix A. In order to develop an effective account or profile for your Forest or Unit on any new media site, you will need to compile some basic information and gather up some video, photo and map files. The steps below describe some of the things you can or should use in developing your social networking presence. There are legal, NEPA and policy issues that you need to know before you establish any of your official Forest profiles or accounts.

1. Understand that all of the effort to develop, establish, and maintain any new media profiles or accounts will require consistent and accountable management.
2. Recommended preparations before starting any New Media profiles, sites or uses:
a. Email and New Media profile, account Point of Contact;
i. Forests should establish a single email account in Lotus Notes for all of the social networking accounts and activities. Contact the Help Desk to complete this task;
ii. The account should be accessible by no fewer than two people (Webmaster and Public Affairs staff), recommend at least three to ensure proper coverage for fire assignments, Details, leave, etc.;
iii. While these social networking sites are centered around more personal relationships, in the case of a Unit you want to avoid having anyone staff member act as the ‘persona’ by having personal email accounts or information serve as the contact targets for the profiles.
b. Development of associated materials and resources.
i. A developed action plan for your Unit that is based upon your existing Communications strategy in support of your Plan implementation.
ii. Digital photos.
iii. Video materials suitable for the Internet platforms.
iv. Contact phone numbers, emails and information for materials and information that you will use in New Media.
v. Identification of funding and personnel commitments for intended New Media activities and obligations, as well as back-up staff.
vi. Potential training, software, hardware, etc., that you will need or want to support your New Media plans.
3. Naming Protocols and Tags
a. All of the New Media sites in which you operate will require a profile name and a password, just like Lotus Notes or your personal email accounts.
i. While the profile name will be known, only those who have official responsibility to post or change items should have the passwords for those sites.
ii. Profile names need to identify your Unit clearly.
1. Avoid jargon, abbreviations that are not well known and cute plays on words on your Forest or Unit.
2. It is advisable to simply use your Forest name in some understandable format, followed by “NF”. You can incorporate hyphens ( - ) to further distinguish your Forest from other entities in your area with similar names.
a. XXXXX_XXXXXXNF
b. XXXXXX_XXXXX_NF
c. The_XXXXX_NF
3. It is better to keep them short but recognizable.
b. Tags are search words or phrases that are associated with your profiles or accounts, and help others who use a particular site find profiles or accounts with similar activities, hobbies or interests.
i. Prepare a list of your tags in advance that focus on the main elements of the Forest Service and your Forest or Unit
1. “timber” “logging” “Wilderness” “wildfire” “outdoor recreation” “heritage” “tribal” “scenic byways” “tourism” “visitors center”
2. Some sites allow you to post as many tags as you wish, while others limit your tags by the size of the script box in which you type them;
ii. Use issue- or site-specific tags as necessary and change them often to keep up with trends in what followers search for or ask about;
1. “trail closure” “bark beetle” “sudden oak death” “EAB” “OHV” “prescribed burn”;
2. Make sure to include local or coined phrases that are used among followers that are not necessarily Forest Service official terminology or verbiage;
3. “Pine Creek campground” “Elders Bluff” “Coffman Cove Road”.
4. Legal, NEPA, and FOIA considerations
a. The information in this section may change subject to Office of General Council (OGC) rulings or direction. You should always consult OGC if you believe you may be operating in a questionable area from a legal standpoint, relative to NEPA, FOIA or other legal mandate.
b. All postings must adhere to our standard Agency requirement to be 508 compliant. To learn more about 508 compliance visit http://www.section508.gov/ 
c. As with other FS publications and Web sites, you will need to provide a link from your new media pages to a standard page that contains our Disclaimers and Notices, which are required by law. See Appendix B for information on these specific disclaimers and notices.
d. Everything that gets posted to an official FS site, account or profile – even if it is hosted on a public new media site – can and will be taken as official FS statements, policies, and positions.
e. Every file, graphic, video or audio file, and all of the content that you post to any social networking site can and will be scrutinized for accuracy and honesty.
i. The Terms of Service (TOS) agreements that you must agree to when establishing an account or profile are meant to safeguard the Web site, not the individual.
1. OCG and Government Services Agency continue to review and modify TOS for government use;
2. If you have already established a profile or account on a social network, please forward that information through your Regional office OGC contact;
ii. Your profile or other New Media posts, responses, general information, photos, videos, etc., can be scrutinized for any type of safety, regulation, NEPA or other violation;
iii. The information you post can be used in court cases;
iv. Information that you post, or responses that you make, can be used to develop FOIA requests for other, related information;
v. We do not yet know the extent to which archive copies of the information you post and the responses you make to the public (for example in terms of FOIA requests) must be retained.
f. NEPA includes specific public involvement and public comment and response stipulations and time frames.
i. In the event of someone posting to one of your New Media sites about a project during a comment period, you will need to direct them to the appropriate Web site or email to which they can make that comment.
ii. You should consider placing a disclaimer or caution statement about NEPA comments so that people who visit your profiles are directed to the Web site or email sites addressed above.
iii. Provide a link to your external FS Web page for NEPA issues.
g. Consider keeping screen shots of your comments as an archive, until the Agency and Department determine how those situations will be handled.
5. Caution About Graphics, Video and Audio files
a. Before you post any content, graphic, photo, video image or audio file, ask yourself how you would look, sound or come across defending it in court.
b. The work environments, precautions, regulations and guidance by which we accomplish our mission in the field and in the office are regulated.
c. The Forest Service does not have license to use commercial, for-profit music from an album on its Internet postings or productions. Make certain that any music you use is in the public domain. 
d. It is the responsibility of the Line Officer, through the Web Content Managers, and Public Affairs Officers and Specialists, to ensure that there are NO safety, regulatory, or Standards and Guidelines (S&G) violations of any kind in any graphic, photo, video or audio file that are posted to a public site of any kind.
i. Seemingly harmless activities can portray carelessness or disregard for these regulations or S&Gs established in Forest Plans.
1. A Recreation technician riding on OHV or  ATV off of a designated trail.
2. A chain saw operator cutting a tree that appears to be too close to a riparian or stream bank corridor.
3. Any employee or volunteer using equipment improperly, or without using proper safety equipment or procedures.
4. Depictions of contractors operating equipment that show obvious soil damage, even if there is no other issue than it looks bad.
6. Profile Development and Information
a. With very few exceptions, social network sites ask you to establish a profile or account. These will ask for information that will help others who view your site or follow your updates to know and understand what you are about and why they should stay in touch with you and follow your information.
b. Forests and Units should prepare the following information as part of setting up a profile or account:
i. Age, size and configuration of the Forest (such as Roadless and  Wilderness, acreage and other demographic statistics);
ii. Recreational opportunities available on the Forest; fees, trails and other costs associated with using the Forest;
iii. Visitor information such as where centers, shops and interpretive sites are located; hours of operation; associated fees; and amenities and services (food, restrooms, visitor services, tours, etc.);
iv. A place to relay warnings for fire or weather-related issues; closures of any kind;
v. Special events, programs or similar activities open to the public, including the times and locations for the events;
vi. Forest history  with photos;
vii. PHOTOS for everything that you have mentioned above, with descriptions;
viii. Compressed video in the QuickTime format, with description of the content of the video that displays when people mouse-over the links;
ix. In the case of a Forest, an introduction from the Forest Supervisor about the Forest, the communities, and the projects that are currently underway on the Forest. This should be updated at a minimum of every two weeks, but to be successful should have new info added or changed every week, or twice a week if possible;
x. Links, links, LINKS to your other social networking sites, profiles, accounts and information, including links to appropriate partners and other Forest resources (NRCS, Research, NFS, Forest Products, etc.) .
c. You can always change or update your profiles and accounts, and should look for weekly opportunities to change photos to reflect progress in high-visibility projects, recreation activities, heritage, interpretation or conservation education activities or events.
d. Once you have established a couple of these profiles, you can leverage the platforms to drive traffic back and forth between your various profiles or accounts, and the external Forest Web site, to maintain high interest and attract more followers to your sites.

Tracking New Media Accounts

Regional offices should maintain a spreadsheet of all existing forest and unit new media accounts. As the authority to establish other accounts on more platforms is granted from USDA, these new accounts will be added to this listing. This will help codify the Region and forest new media efforts and help to identify effective and beneficial initiatives to support future requests for additional accounts. This listing should contain:

· Name of forest/unit, point of contact, phone and email;
· Name of New Media web platform (i.e., Twitter, Blogspot, etc.);
· Account or profile name;
· Synopsis of how this supports and promotes forest or unit communication plan (two or three sentences that tier to the overall communication strategy).

Site-Specific Software Extensions and Applications

Many of the new media platforms offer some type of application to make it easier for users to navigate and manipulate their profile’s content or look. Currently, all Forest Service computer users must request approval to download any software to a Forest Service computer. The Forest Service OCIO is the approval authority for software upgrades and installations, and their process for requesting software or hardware can be found online at the Customer Help Desk website (linked from the USFS home page, and requires eAuthentication access).

Public Comments on Account and Profile Pages

One of the most appealing attributes of new media is the two-way and public involvement and collaboration that it affords users. The very nature of the Web 2.0 concept feeds naturally and perfectly with the Open Government directive for transparency. For your new media accounts and profiles you must expect to receive and be responsive to public comments, queries and criticism. This does not mean, however, that we allow offensive, objectionable, or vulgar/abusive language, or personal attacks against employees, volunteers, other guests, or commenters.

The policy for the USDA Forest Service will mirror the USDA policy for public comments on new media sites. Your accounts or profiles need to contain a notice to the effect that in accordance with established federal laws, the account owner reserves the right and is bound by law to monitor and remove certain comments. You should also post the following link to the USDA policy on comments to USDA accounts and profiles, including blogs:

http://www.usda.gov/wps/portal/!ut/p/_s.7_0_A/7_0_1OB?contentidonly=true&contentid=comment_policy.xml

This is in addition to other required Disclaimers you need on different profiles or web content. A listing of those Disclaimers can be found at Appendix B.

As you review and manage your account and profile pages, monitor comments and public input and remove any comments that:

· Make personal attacks;
· Are far off-topic;
· Contain abusive, profane or vulgar language;
· Contain sexual content, overly graphic, disturbing, obscene, or offensive material, or material that would otherwise violate the law if published here;
· Include offensive language targeting specific ethnic or racial groups;
· Promote services or products.

Do not edit comments to remove the objectionable, offensive, or illegal content, but rather remove the entire comment and replace it with a notice that it was removed for a violation of policy. Information the public posts to your site can be released under a FOIA request, so develop a local format, likely a spreadsheet, that includes the date, time, comment that was removed (copied in its entirety), and by whom, to archive these types of comments or responses.

Promoting Your New Media Accounts

Self-promotion and cross-promotion (leveraging partners and cooperators, Regional or WO accounts, etc) are among the means available to you to announce your entrée and presence in new media – use the web and new media in conjunction with traditional media. You should make note of your new media accounts and profiles in press releases, on project signage if your Forest or Unit uses them, and by encouraging your partners to promote your accounts or profiles to their members and audiences.

By practice, some government agencies and departments post direct links from their home pages to their new media accounts and profiles. Some use the account logos (Youtube, Twitter, etc.) as the hot link to their profiles, while others simply provide a link in a separate box or column. For consistency purposes, the USDA Forest Service will follow the lead of the Department and simply provide direct links in either a separate box or a columnar posting, without using the actual new media site logos. 

Additionally, you should make a practice to include links to your accounts and profiles on your press releases and FAQ, and mentions in your sound bites. Post this information at your campgrounds; public boating areas; horse, hiking, and off-road motorized trail heads; visitor centers; cultural-heritage and interpretive centers and points of interest; and any other frequently visited locations where you have existing signage.

Your partners and cooperators (volunteer groups, associations, etc.) can be an invaluable source for leveraging your messaging and promoting your accounts and messages. They reach different audiences and niches than you do, most likely. Leveraging their new media with your messaging and promotions broadens your reach, particularly on joint projects. 

Account and Profile Monitoring and Security

There are outside chances that your Forest’s new media profiles or accounts will come under some type of cyber attack. Because this is your official new media presence representing the Forest, the agency and USDA, you need to maintain the security and integrity of your accounts and profiles at all times. Using the new media tools and web-based platforms for transparent communications and information sharing comes with an inherent responsibility to maintain and secure your profiles and accounts.

Monitoring

Forest and Units need to review their accounts and profiles on a daily basis, particularly sites that provide a venue for public comment. Public Affairs does not have to personally review or monitor every account every day. But you should be the primary contact responsible for the content and appearance of your profiles. You can enlist the help of others on your staff or organization to review the public-facing aspects of your accounts (photos, videos, news postings, blogs, comments, etc.) without having to give out password or access information. You simply need to have other eyes reviewing and monitoring your information.

Security

As with any account you have personally or at work, you need to develop passwords and access that are very difficult to break or hack. No password or account is impregnable but you need to make it as difficult as possible to guess or hack as you can. Your new media accounts represent the agency to the public. The damage that could be done by someone hacking your profiles or accounts could go undetected and cause irreparable public image issues for your Forest or Unit.

· Use the guidelines for passwords that you find for eAuthentication, which requires a combination of letters, numbers, symbols and upper and lower case letters to develop strong passwords.
· Change your passwords as frequently as every 2 months or sooner, particularly as you see large visit numbers beginning to show up on your profiles or accounts.
· Minimize the number of people who have the password and access to your new media accounts.

Responding to a Profile or Account Breach

As soon as you discover that one of your profiles has been hacked, determine if you still have control and access to the account. If the person who hacked your account has changed the password and you do not have control of the account, immediately notify the security contact for that site. You need to make sure that you have all of the sign-up information to verify that you are the real account holder and that someone has stolen that account (secret answers to questions, profile specific info that you input when you established the account, etc.). when you have done this and regained control of the account:

· Review and remove any offense, inaccurate or objectionable changes or additions to your account;
· Save a complete copy of the information that was changed in a file for future use in investigating the breech;
· Upload a clean copy of altered or missing information;
· Notify your Forest or Unit supervisor of the breach, including what was posted there and what you did to correct it;
· Individually address any concerns or questions from the public or the media about the incident if they arise – do not publicize the breach;
· Check the information that is automatically cross-posted to other accounts (Twitter posts update automatically on other sites, including Facebook);
· Check all of your other profiles and accounts to see if any of those have been compromised as well.

If you receive media queries about the incident, assume that the story will go out and prepare a short media alert. There are several messages you need to convey in the strongest terms as quickly as possible:

· A breach of one of your web accounts was discovered during routine monitoring of your public information;
· We apologize to any members of the public, our visitors, and employees if any material or information that was fraudulently placed on the account or profile in question was offensive or inappropriate;
· Incorrect, unauthorized or objectionable material and information was removed from the site and it was restored to its official appearance;
· You have instituted existing USFS and USDA security protocols to review and change access to all of your other sites as a precaution against future disruptions to your public information services;
· We are actively working with the host site (Flickr, Youtube, Facebook, whomever) to determine the source and nature of the breach;
· Incidents of this nature happen to businesses, groups and individuals every day, and nothing about the disruption is seen as anything other than a random incident.

You will also get queries about the nature, subject, or content of the offensive materials as this develops. It is best to simply refer to the materials as inappropriate, unauthorized, fraudulent or objectionable and leave it at that.

Reporting the Incident

Your first priority when you discover any inappropriate or unauthorized materials or postings to your new media sites is to remove the objectionable content. Your next step, which could be simultaneous with the corrective actions, is to notify your immediate supervisor. When you do, tell them:

· Which account or profile was involved;
· What was found, and by whom;
· Who had access to that account or profile;
· What actions you have or are going to take to correct the situation;
· What, if any, queries you have had form the public, another employee, the media, etc.;
· When you anticipate having the corrections posted;
· Your plan for responding to any queries if the unauthorized posting is made public.

Your Supervisor will forward information up the reporting chain as appropriate. You should also notify your Regional Communication Director to pass on a warning to other Forests and Units about the possibility of their accounts or profiles being hacked as well. The Regional Communication Directors will contact the WO web managers and Office f Communications. From there, the WO will relay any necessary information to USDA as appropriate or required.

SUMMARY

Emerging opportunities using new media platforms provide a tremendous asset and communications tool for the Forest. We must, however, balance the real capabilities and capacities of the Forest versus perceptions and over-ambition to jump into new media without proper evaluation, planning and monitoring of efforts.



Appendix A
Sample New Media Action Plan

GOALS AND OBJECTIVE

The Goal of this Plan is to identify our current status, and outline the necessary steps the Forest needs to take, in order to capitalize on the opportunities and benefits of entry-level social networking platforms; and to develop the appropriate social networking presence based upon this evaluation. The supporting Objectives for this Plan are to:

1. Analyze our current Internet situation;
2. Determine the time, and funding, and man hour commitments that a comprehensive social networking program may require;
3. Identify our capabilities to generate content, graphics, and digital imagery (still and video) to support our Internet and new media presence;
4. Task specific individuals and programs with developing the necessary materials or implementing the appropriate steps necessary to accomplish;
5. Establish a timeline for completing these Objectives as we move toward a Web 2.0 new media presence for the Forest.

INTRODUCTION

The move by the federal government to a more collaborative and transparent public process will require major shifts in the writing style and accessibility of information about your Unit. The expanding Web 2.0 world is the next generation of use, functionality, and opportunities using our existing Web elements and resources. It is literally the expansion and development of internet platforms that promote two-way communications to foster broader relationships.

The goal of our Social Networking efforts is to drive public interest in repeated visits to our Forest’s Internet page. We will maintain and update profile or account information on various social networking platforms, but the ultimate goal is to drive traffic to our Forest internet page as the source of factual and current information about the projects, plans, and program information for the Forest.

The rapidly-developing social networking platforms are generating incalculable amounts of information. To fairly represent the Agency to the various interested publics, groups and audiences, it is incumbent upon the Agency and your Unit to develop and provide factual, interesting and stimulating information. This in turn will demonstrate our capabilities to support and provide the best land and resource management we can for clean air, clean water, and a conservation and multiple-use management ethic for future generations.

PROCESS AND PROCEDURES

We must first identify what resources, capabilities, capacities and communication needs we are trying to address before we begin to adapt and post random information to the public. The public is more diverse than 25 years ago – the old demographic norms do not apply to the Web 2.0 generation of visitors, recreationists, environmentalists, wilderness seekers, and sport hunters and anglers of today.

The following steps outline the method by which we need to evaluate our current capabilities and capacities before we develop our social networking action plan.

1. Identify current status and effectiveness of existing Internet presence:
a. Develop an objective External Web page summary;
i. Review and update all of the information, links, graphics and content for all pages;
ii. Analyze the style and content of our public pages to identify areas that need revision, updating or replacement;
iii. Complete the move into the Portal System for external pages.
b. Determine what information we need to develop or modify;
i. What information or resource is not present that the public will expect to find?
ii. What information is superfluous and needs to be removed?
iii. Revise the style and content of existing information to better suit the various audiences who will search for it based upon one-word and multi-word search content
2.  Identify the scope of our information needs based upon what is available on our Web site now, and what information the public and specific groups look for:
a. Establish a Web tracking mechanism to show hits and visits to our pages, in order to determine what people look for on our pages now.
b. Determine information, graphic, and digital image gaps based upon expected public inquiries;
c. Develop resources to obtain, create or develop missing information and materials;
d. Identify Forest staff who can develop the draft write-ups for missing information;
e. Collaborate with District Rangers, Staff officers to determine how much cross-over work various individuals/volunteers can complete, and identify appropriate charge codes for their time.
3. Use the FS Wiki for tips, how-to references, and getting started info from other Forests over and above the Guide information.
a. Start out with low-maintenance, low-impact option, like Twitter and Flickr
i. Twitter instructions on the FS Wiki;
ii. User friendly and highly effective at developing followers and driving people to the Forest external Web pages
iii. Flickr is a photo repository – employees, volunteers, Districts and partners can submit photos to the PAO to be included in a number of folders and files online;
b. Media and the general public are always interested in various photos of scenery, wildlife, vegetation, projects and activities.
c. Then use Twitter to spread the word about uploaded pictures, news releases and new information on Flickr and our external Web pages at least weekly.
d. Use these two platforms as a baseline of interest in the Forest/Unit, as well as the types of info that people seek, appreciate and that they will talk about to their friends and family on their social networking sites.
4. Monitoring and Evaluation
a. Daily and weekly monitoring of all sites is a must
i. Need quick, factual and brief responses to public questions, comments;
ii. Need consistency across new media with information
iii. Need to identify unused or outdated information and replace with information the public and new media users seek.
b. Revise profiles, accounts and outgoing information, graphics and digital imagery based upon visitor/follower comments and requests;
c. Should incorporate graphics, digital imagery and information from natural resource specialists, with attribution, to give the Forest a more personal feel.
d. Identify effectiveness of various new media;
i. Increase use and attention to higher traffic issues and accounts/profiles;
ii. Decrease or remove those that have reached the point of diminishing returns;
iii. Base this determination on the amount of time and energy it takes to maintain the profile/account against how much interest there is in it.



Appendix B

Disclaimers and Notices
[bookmark: external_links]
Legally we must provide the disclaimers or a link to them from any of the Web pages we establish as an agency of the US government. While you may not be able to place this information on a particular new media account or profile, you need to include a link to this information somehow, or at least a statement that these disclaimers are accessible from your Forest Internet page.

The information below is taken directly from the US Forest Service Internet page for Disclaimers and Notices.

Disclaimer for External Links
The appearance of external hyperlinks does not constitute endorsement by the Department of Agriculture of the linked Web sites, or the information, products or services contained therein. Unless otherwise specified, the Department does not exercise any editorial control over the information you may find at these locations. All links are provided with the intent of meeting the mission of the Department and the Forest Service Web site. Please let us know about existing external links you believe are inappropriate and about specific additional external links you believe ought to be included.

[bookmark: liability]Disclaimer of Liability
With respect to documents available from this server, neither the United States Government nor any of its employees, makes any warranty, express or implied, including the warranties of merchantability and fitness for a particular purpose, or assumes any legal liability or responsibility for the accuracy, completeness, or usefulness of any information, apparatus, product, or process disclosed, or represents that its use would not infringe privately owned rights.

[bookmark: nondiscrimination]Nondiscrimination Notice
The U.S. Department of Agriculture (USDA) prohibits discrimination in all its programs and activities on the basis of race, color, national origin, age, disability, and where applicable, sex, marital status, familial status, parental status, religion, sexual orientation, genetic information, political beliefs, reprisal, or because all or a part of an individual's income is derived from any public assistance program. (Not all prohibited bases apply to all programs.) Persons with disabilities who require alternative means for communication of program information (Braille, large print, audiotape, etc.) should contact USDA's TARGET Center at (202) 720-2600 (voice and TDD). To file a complaint of discrimination write to USDA, Director, Office of Civil Rights, 1400 Independence Avenue, S.W., Washington, D.C. 20250-9410 or call (800) 795-3272 (voice) or (202) 720-6382 (TDD). USDA is an equal opportunity provider and employer.
Updated: 4 May 2007 

[bookmark: nofear]Equal Employment Opportunity Data Posted Pursuant to the No Fear Act
This is the reporting page for the Notification and Federal Employee Antidiscrimination and Retaliation Act of 2002 (NO FEAR Act), Public Law 107-174.

[bookmark: nonendrose]Disclaimer of Non-endorsement
Reference herein to any specific commercial products, process, or service by trade name, trademark, manufacturer, or otherwise, does not necessarily constitute or imply its endorsement, recommendation, or favoring by the United States Government. The views and opinions of authors expressed herein do not necessarily state or reflect those of the United States Government, and shall not be used for advertising or product endorsement purposes.

[bookmark: security]Security Notice
Information presented on the Forest Service Web site is considered public information and may be distributed or copied. Use of appropriate byline/photo/image credits is requested.
1. For site security purposes and to ensure that this service remains available to all users, this government computer system employs software programs to monitor network traffic to identify unauthorized attempts to upload or change information, or otherwise cause damage. 
2. Except for authorized law enforcement investigations, no other attempts are made to identify individual users or their usage habits. Raw data logs are used for no other purposes and are scheduled for regular destruction in accordance with National Archives and Records Administration General Schedule 20. 
3. Unauthorized attempts to upload information or change information on this service are strictly prohibited and may be punishable under the Computer Fraud and Abuse Act of 1986 and the National Information Infrastructure Protection Act. 
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