Smart Card Use
NIFC is implementing a "Smart Card" program for physical (doors and gates) and logical (computer) access for all users.  This program is part of a Government-wide effort to improve physical and computer security while at the same time benefiting users.  The Smart Card program will improve computer security by requiring users to log-in with their Smart Card and a PIN code. In the future, the overall program will eliminate the need for multiple passwords.  The Smart Cards will replace the current access card system.
Smart Card PIN Requirements
· Your PIN must be a minimum of five alpha/numeric characters.  This can be all numeric or all alpha, a mixture of both, but no special characters.
· Your PIN does not expire.
· Your PIN is locked after five unsuccessful access attempts.  These attempts are cumulative and do not reset after you login. 
· Setting a new PIN resets the unsuccessful attempt counter.  (You can reset it to the same PIN number.  If it is 12345 then you can reset it to 12345)
Setting a New PIN
Note:  You must do this before your card has been locked out.  That is before the fifth unsuccessful access attempt.

1. Your Smart Card must be inserted into the card reader.
2. Click on Start/All Programs/ActivCard/ActivCard Gold/ActivGold Card Utilities menu.
3. Click on Action on the menu bar and choose Change PIN.
4. Enter your old PIN and then the new PIN.  (The old and new PIN can be the same).
Logging in with Your Smart Card

Note:  You must have ActivCard Gold and a Smart Card reader installed on your PC. 
1. Your PC should be at the Windows Login Screen or locked.
2. Insert your Smart Card into reader.
3. The BLM Security Banner will appear, hit ok to get the Windows PIN screen. (If your computer was locked then the Windows PIN screen will appear)
4. Enter your PIN.
5. Your access will be verified (authenticated) to the network using the VeriSign Authentication certificate that was put on the gold microchip on your Smart Card.
If you lose your Smart Card please report it to Annetta Pottratz ASAP

Need help?  Contact the NIFC Helpdesk at x5734
Helpful Tips

1. Removing your card from the reader while logged on will lock your computer.  On occasion the computer will not lock when the card is removed.   If this happens you can lock your computer by using Ctrl+Alt+Delete.  To unlock your computer place your smartcard in the card reader and type in your pin.  
2. If your PC is locked do to inactivity, remove your Smart Card and reinsert it into your card reader.  The Windows PIN screen should appear.  Enter PIN.
IDEAS Users

1. You will be prompted to enter your Windows username and password.

2. You will then be prompted to enter your IDEAS username and password.

