These instructions are intended for NIFC Employees that would like to use the NIFC Wireless Network

using their Government Furnished Equipment (GFE) mobile device (iPhone 4,5,6, and iPads). NOTE: This
connection does not provide access to Agency internal networks. Minor variations from these instructions may
occur depending on the device and its software version.

Step 1: Send an email request for access to NIFC
Wi-Fi to bim_fa_wireless@blm.gov. When you
receive the response with your Wi-Fi credentials,
follow these instructions:

Step 2: On your iPhone or iPad, select “Settings.”

Step 3: Select “Wi-Fi” and then select “NIFC
Guest” (Only Temporary)
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Step 4: Open up Safari on your device. Try to go
to a public website (e.qg., http://google.com).

A pop-up will appear stating “Cannot Verify
Server ldentity”.

Select “Continue”.
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Step 5: Select “Register Government
Furnished Device” at the bottom of the page.
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Contact a staff member if you are experiencing

difficulty logging in.

Need Assistance? Call (208) 387-5734

Step 6: Fill in the form with your username
and password provided to you via email, then
select “Log In”
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Contact the NIFC Help Desk at 1-208-387-5734 (x5734 internal) for assistance.



http://1800blmhelp.blm.gov/

Step 7: Select “Install Certificate”.
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Step 8: The Install Profile appears for the
ClearPass Onboard Local Certificate Authority.
Select “Install”.
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Step 9: Enter your device passcode when
prompted, and then select “Done”.
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Step 13: Select “Done” on the Profile Installed screen.

Step 10: Select “Install” at the Warning pop-up.

) nstal

Cancel Warning

ROOT CERTIFICATE

Installing the certificate "ClearPass Onboard Local Certificate
Authority” will add it to the list of trusted certificates on your iPad.
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Step 11: Select “Install” when prompted
to install the Profile.
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Step 12: Select “Install” on Device
Enrollment.
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Contact the NIFC Help Desk at 1-208-387-5734 (x5734 internal) for assistance.



http://1800blmhelp.blm.gov/
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Description This configuration profile has network and security settings for your
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Step 14: Device provisioning is complete. Within a few minutes your device should auto-connect to NIFC-GFE,
if not, manually configure your network settings and select the NIFC-GFE SSID to access the Internet.
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Contact the NIFC Help Desk at 1-208-387-5734 (x5734 internal) for assistance.
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