[bookmark: _GoBack]Requesting an Account to Self-Status in ROSS
Potential users need to establish an account in NAP to work with Production ROSS. A unique e-mail address is needed for the user plus contact information of the person to verify the account (i.e. Dispatch Center Account Manager).
Click here to go to NAP Production: https://nap.nwcg.gov/NAP/
For step-by-step instructions for requesting a new account, please see the Quick Reference Guide How to Request a NAP User Account at the following website: http://ross.nwcg.gov/quick_ref/qf_How_to_request_a_NAP_User_Account.pdf
Quick Tip: 
To request a new ROSS account, on the upper right of the NAP login screen, click the [image: Screen Clipping] button, follow the directions beginning with step one through step four.  Be sure to select “Save” once all of the information is completed.  	
· “User Information” fields with an * are required:
· First Name = your name as it appears on your Red Card
· Last Name = your name as it appears on your Red Card
· Office Number = your phone number
· Email = your email address 
· Employee Type = AD Casual
· Organization Unit = National Interagency Fire Center – Bureau of Land Management (ID-FCD)
· Agency = Bureau of Land Management

· “Applications Requested” fields with an * are required: 
· Application Access: ROSS-Resource Ordering and Status System
· Instance: PROD (Standard)
· If you are located in Team Rubicon Regions TR Region I, II, III or IV
· Contact’s First Name = Phyllis
· Contact’s Last Name = Smith
· Title = Virginia Interagency Coordination Center Manager
· Phone Number = 540-265-5221
· Email = pmsmith@fs.fed.us
· If you are located in Team Rubicon Regions TR Region V, VII, VIII, X
· Contact’s First Name = Cathy
· Contact’s Last Name = Hutton
· Title = Cody Interagency Dispatch Center Manager
· Phone Number = 800-295-9954
· Email = cmicek@blm.gov
· If you are located in Team Rubicon Regions TR Region VI or IX
· Contact’s First Name = Becky
· Contact’s Last Name = Jossart
· Title = Montrose Interagency Dispatch Center Manager
· Phone Number = 800-253-0522
· Email = bjossart@blm.gov

· “Identity Verification”
· Verify all information is correct and select Next.
· Once approved you will receive two emails from donotreply@nwcg.gov (check your email spam folder as these emails may get placed there), the first with your user account ID, and the second with a temporary password (will need to be changed within a short period of time).


After receiving the emails, log on to NAP using the account information provided, you will be prompted to reset your temporary password. 
NAP Password Policy follows:
· Minimum Length = 12 characters.
· Maximum Length = 32 characters.
· Must contain at least one upper case alpha character (A-Z).
· Must contain at least one lower case alpha character (a-z).
· Must contain at least one digit (0 - 9).
· Must contain at least one special character !@#$%^* (Do not use< > or &).
· Twenty-four unique new passwords must be created before an old password may be reused.
· Standard Account Passwords expire after 60 days.
· Privileged Account Passwords expire after 30 days.
· "Password will expire in X days" warning is displayed for the 10 days prior to expiration.
· Accounts are locked after 5 failed login attempts per session. 
· There will be a 15 minute lockout before the user may attempt to log on again.
· Users must establish security challenge questions by using the steps below.  
If you have any questions or need help with your NAP account, call your respective Dispatch Center listed above.
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